CLAIMS 



1. A method comprising: 
receiving a request for a document; 
identifying a source of the request; 

determining an authorization level associated with the source of the 
request; 

determining an authorization level required to view the requested 
document; 

if the source of the request is authorized to receive the requested 
document, transmitting the requested document to the source of the request; 
and 

if the source of the request is not authorized to receive the requested 
document, redacting unauthorized portions of the requested document and 
transmitting the redacted version of the requested document to the source of the 
request. 

2. A method as recited in claim 1 wherein determining an 
authorization level required to view the requested document includes 
determining a plurality of required authorization levels, wherein each required 
authorization level is associated with a different portion of tilie requested 
document. 

3. A method as recited in claim 1 wherein redacting unauthorized 
portions of the requested document includes deleting the unauthorized portions 
of the requested document. 
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4. A method as recited in claim 1 wherein redacting unauthorized 
portions of the requested document includes visually blurring the unauthorized 
portions of the requested document. 

5. A method as recited in claim 1 wherein the requested document 
includes an image, and wherein the image has an associated required 
authorization level. 



6. A method as recited in claim 1 wherein the requested document 
includes an audio file, and wherein the audio file has an associated required 

Q 

authorization level. 

ry 
%0 

ffl 7. A method as recited in claim 1 wherein identifying a source of the 

= request includes identifying a user ID associated with the source of the request. 

U 

m 
u 

^ 8. A method as recited in claim 1 wherein determining an 

h& authorization level required to view the requested document includes 

determining an authorization level required to view the complete requested 
document. 



9. A method as recited in claim 1 wherein determining an 
authorization level required to view the requested docimient includes 
determining an authorization level required to view at least a portion of the 
requested document. 
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10. A method comprising: 
receiving a document; 

determining an authorization level required to view the received 
document; 

determining an authorization level associated with a current user; 

if the current user is authorized to view the complete received document, 
displaying the received document; and 

if the current user is not authorized to view the complete received 
document, redacting unauthorized portions of the received docximent and 
displaying the redacted version of the document. 

11. A method as recited in claim 10 wherein determining an 

authorization level required to view the received document includes 
determining a plurality of authorization levels, wherein each of the plurality of 
authorization levels is associated with a different portion of the received 
document. 

12. A method as recited in claim 10 wherein redacting unauthorized 
portions of the received document includes deleting the unauthorized portions 
of the received document. 

13. A method as recited in claim 10 wherein redacting unauthorized 
portions of the received document includes visually blurring the unauthorized 
portions of the received document. 
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14. A method as recited in claim 10 wherein the received document 
contains an image, and wherein the image has an associated authorization level 
required to view the unage. 

15. A method as recited in claim 14 further comprising displaying 
the image if the current user is authorized to view the image. 

16. A method as recited in claim 14 fiirther comprising redacting the 
image if the current user is not authorized to view the image. 

17. A computer-readable media having stored thereon a plurality of 
instructions that, when executed by a processor, cause the processor to perform 
acts comprising: 

identifying a source of a request for a document; 

determining an authorization level associated with the source of the 
request; 

determining an authorization level required to view the requested 
document; 

if the source of the request is authorized to receive the requested 
docimient, transmitting the requested document to the source of the request; 
and 

if the source of the request is not authorized to receive the requested 
document, redacting unauthorized portions of the requested document and 
transmitting the redacted version of the requested document to the source of the 
request. 
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18. A computer-readable media as recited in claim 17 wherein 
determining an authorization level required to view the requested document 
includes determining a plurality of required authorization levels, wherein each 
required authorization level is associated with a different portion of the 
requested document. 



19. A computer-readable media as recited in claim 17 wherein 
redacting unauthorized portions of the requested document includes deleting 
the unauthorized portions of the requested document. 

20. A computer-readable media as recited in claim 17 wherein 

Hi 

redacting unauthorized portions of tiie requested document includes visually 

ffi blurring the unauthorized portions of the requested document. 

J 

fU 21. A computer-readable media as recited in claim 17 wherein 

identifying a source of the request includes identifying a user ID associated 

p 

i=& with the source of the request. 



22. A computer-readable media as recited in claim 17 wherein 

determining an authorization level required to view the requested document 
includes determining an authorization level required to view the complete 
requested document. 
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23. A computer-readable media as recited in claim 17 wherein 
determining an authorization level required to view the requested document 
includes determining an authorization level required to view at least a portion 
of the requested document. 
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